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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

3
Rationale

Propose to add a new clause on Security policy in TS 33.503.  
4
Detailed proposal

****************The first change****************
6.3.X
Security policy

6.3.X.1 General
The handling of PC5 security policy for 5G ProSe services can reuse the existing PC5 security policy configuration and negotiation mechanism for eV2X services defined in TS 33.536 [x], which requires that each eV2X service is assigned with its own specific PC5 security policy. However, it could be possible that some of the 5G ProSe services may not be assigned with a specific PC5 UP security policy by the 5G ProSe service provider, which will lead to the absence of PC5 UP security policy in the ProSe-anable UE. This will result in that the peer UEs cannot proceed with security policy negotiation and enforcement to establish PC5 direct communication between them.

6.3.X.2 PC5 UP security policy

Two kinds of PC5 UP security policy shall be supported, i.e. the default PC5 UP security policy and the specific PC5 UP security policy. The default PC5 UP security policy is common to all applications. It does not need to bind with a specific application. The default PC5 UP security policy can be pre-configured at the UE or be provisioned to be UE by the PCF. The specific PC5 UP security policy is bound with a ProSe application or a ProSe relay service represented by a RSC, and will only be used when the UE is going to use the ProSe application or ProSe relay service.
6.3.X.2 PC5 UP security policy provisioning

As specificed in clause 6.2.2 of 23.304 [1], the following parameters shall be provisioned by the PCF to the UE for 5G ProSe Communications over the PC5 reference point:

-
The list of ProSe services (i.e. ProSe Application IDs) with Geographical Area(s) that require privacy support

-
The default UP security policy.

As per TS 23.304 [1], the following related parameters may be provisioned by the PCF to the UE for 5G ProSe Communications over the PC5 reference point:

-
The list of ProSe services (i.e. ProSe Application IDs) that contain specific PC5 UP security policy for each of the Prose application IDs.

-
The list of ProSe relay services (i.e. RSCs) that contain the specific PC5 UP security policy for each of the ProSe relay services.
The handling of PC5 UP security policy is specified in clause 5.3.3.1.4.2.3 of TS 33.536 [x].
6.3.X.2 Security policy negotiation and enforcement
In addition to clause 5.3.3.1.4.2.3 in TS 33.536[x], the handling of the user plane security policy shall be enhanced to proceed with the following sequence:

a)
At initial connection, if the UE have a specifc PC5 UP security policy correspongding to the Prose Appliction ID or RSC that is carried in the Direct Communications Request (DCR) message, then the specific UP security policy shall be used for negotiation. Otherwise, the default UP security policy shall be used for negotiation.

c)  The receiving UE shall take the specific UP security policy into use for negotiation, if there is a specific UP security policy mataches against the Prose Application ID or the RSC in the DCR message. Othterwise, the default UP security policy shall be used for negotiation.
****************The End****************
